a2 United States Patent

US010580243B2

ao) Patent No.:  US 10,580,243 B2

Harding 45) Date of Patent: Mar. 3, 2020
(54) CONDITIONAL AND SITUATIONAL (56) References Cited
BIOMETRIC AUTHENTICATION AND
ENROLLMENT U.S. PATENT DOCUMENTS
5,704,029 A 12/1997 Wright, Jr.
(71) Applicant: ImageWare Systems, Inc., San Diego, 5930.804 A * 7/1999 Yun',g, ,,,,,,, r ,,,,,,,,,,,,,,,,, GO6F 21/32
CA (US) 5,963,136 A 10/1999 O’Brien
6,014,427 A 1/2000 Hanson et al.
. . : 6,095,985 A 8/2000 Raymond et al.
(72) Inventor: David Harding, Portland, OR (US) 6.112.040 A 92000 Sonnenfeld
. . 6,138,158 A 10/2000 Boyle et al.
(73) Assignee: ImageWare Systems, Inc., San Diego, 6,219,694 Bl  4/2001 Lazaridis et al.
CA (US) 6,256,666 Bl 7/2001 Singhal
6,298,231 B1  10/2001 Hei_nz
(*) Notice: Subject. to any disclaimer,. the term of this g:igg:igg g} iégggé Sgﬁ Zt ﬂ
patent is extended or adjusted under 35 6,463,464 Bl  10/2002 Lazaridis et al.
U.S.C. 154(b) by O days. 6,487,401 B2  11/2002 Suryanarayana et al.
(b) by 0 day ryanaray:
6,594,349 B2 7/2003 Fortman
R 6,610,105 Bl 8/2003 Martin, Jr. et al.
(21)  Appl. No.: 14/254,751 6,631,400 Bl 10/2003 DiStefano, III
6,721,578 B2 4/2004 Minear et al.
(22) Filed: Apr. 16, 2014 6,767,211 B2  7/2004 Hall et al.
(Continued)
(65) Prior Publication Data
US 2014/0313007 Al Oct. 23, 2014 FORBIGN PATENT DOCUMENTS
WO 02/087267 Al  10/2002
WO 03/015430 Al 2/2003
Related U.S. Application Data Primary Examiner — Chico A Foxx
(60) Provisional application No. 61/812,599, filed on Apr. gﬁ){eﬁzi:;e%&)gem, or Firm — Sheppard Mullin Richter
16, 2013, provisional application No. 61/812,624, P
filed on Apr. 16, 2013. 67 ABSTRACT
The present invention provides a system for conditionally
(51) Imt. ClL selecting biometric modalities for biometric authentication
G07C 9/00 (2020.01) at authentication run time. The inventive concept uses
GO07C 9737 (2020.01) programmatic logic to identify which biometric modalities
(52) US.CL to use for authenticating a user. The software module for
CPC ... GO7C 9/37 (2020.01); GO7C 2209/14 selecting biometric modalities includes, a plurality of rules
(2013.01) or conditional logic for selecting one or more biometric
(58) Field of Classification Search modalities required to authenticate a user requesting a secure
None action.
See application file for complete search history. 18 Claims, 7 Drawing Sheets
106 108 104,
400 \\ N N
\‘ Bismedric Olent Bafiware Module Biomestrio Metehing Enging
5 A A
062\\ ;k‘i}ei‘f\
Rt meion X4 } tdentiy Biormmis ‘i
] 7 Felndaiitias
402

fulanbliy reguesiad

Agtion goa
i A
- R ;
3 1 2,\& Select Blometries . H,X
\ 310
Caprure Begquested Regusst Blowmelrkes | /
_ Biometris

! Request Biymetrie §
’E Wargioation % 3 6\
%
328\ \3 14 31 8\ Matshing Brocess
Succossfiol | Mt Max Eep | M




